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The Electronic Frontier Foundation (EEF) is an organization aimed at defending civil liberties 
in the digital world. Over the last few years, the EFF has refined its standards for their yearly 
“Who Has Your Back?” report. This report examines some of the largest technology companies 
in the world and evaluates its user data privacy policies. Chances are, your user data is 
currently being held by one or more of the 24 companies in this report. We at IPVanish Have 
Your Back and we’ve combed through this 74 page report so you don’t have to!

Criteria

Five out of eight companies notify users of 
government requests for user data.

Of the companies evaluated have 
public statements opposing backdoors, 
which weaken security and endanger 
user privacy.

*Note that some companies host little or no content, and thus the transparency about government data removal requests may not apply to them.

Statistics

Results Summary

The All Stars

Social Sharing

Telecommunications

Discloses government
data requests

Company transparently 
communicates to individual users 
when the U.S. government seeks 
their personal data.

Transparent data
retention policies

Company openly relays both 
the context of the information 
they are collecting from users 
and the duration of time they 
preserve the data. 

Discloses government
content removal requests

Company publishes the 
frequency of user content 
removal requests from 
governments.

Pro-user public
policies

Company publicly and in writing 
opposes deliberate security 
flaws in user policies and 
actively champions for better 
data privacy management 
within their sector. 

Industry-Accepted
Best Practices

Company requires a warrant 
prior to the release of user data, 
publishes a report regarding the 
number of times governments 
request and receive user data, 
and outlines process for 
government data demands.

*Companies must fulfill all three 
criteria in order to receive credit

23 out of 24 companies adopted at least one of 
the industry-accepted best practices: requiring 
a warrant before handing over user content, 
publishing regular transparency reports, and 
publishing law enforcement guides.

88%

Of the companies evaluated disclose 
data retention policies.

63%

Game Changers

Apple and Yahoo had 1 star in 2011, and 5 stars in 2015.

Facebook does not disclose when it 
blocks content or closes accounts in 
response to government requests.

LinkedIn does not report government 
requests to block content and accounts.

Twitter promises to provide advance notice to users about government data demands, but does 
not promise to provide notice after an emergency has ended or a gag has been lifted.

Does not publish information about 
data retention policies including 
retention of IP addresses.

AT&T has not publicly opposed the 
compelled inclusion of deliberate 
security weaknesses.

Does not promise to provide advanced 
notice to users abut government data 
demands.

Verizon DOES disclose the number of 
times governments seek the removal of 
user content and how often the 
company complies.

Reddit has not published an official 
statement opposing the compelled inclusion 
of deliberate security weaknesses.

Pinterest does not disclose its data 
retention policies.

Mobile Messaging

Does not require a warrant before 
giving content to law enforcement.

Does not promise to provide advanced 
notice to users abut government data 
demands.

DOES require a warrant before giving 
content to law enforcement.

Snapchat openly publishes information 
about its data retention policies 
including retention of deleted content.

Wordpress openly opposes the 
compelled inclusion of deliberate 
security weaknesses.

Does promise to provide advance 
notice to users about government data 
demands and will only delay notice in 
limited circumstances. 

Does not publish information about its 
retention policies, including retention 
of IP addresses and deleted content.

Does not disclose the number of times 
governments seek the removal of user 
content or account, nor how frequently 
the company complies.
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